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RELATED LEGISLATION, POLICIES AND DIRECTIVES

e Acts:
o Archives Act
o Act respecting access to documents held by public bodies and the protection of
personal information
o Act to establish a legal framework for information technology
o Act respecting the governance and management of the information resources of public
bodies and government enterprises
Code of Ethics
External Information Disclosure Policy
Information and Technology Asset Governance and Management Policy
Directives:
o Secure and Acceptable Use of Information and Technology Assets
o Administrative and Disciplinary Measures for Breaches of the Code of Ethics
o Protection of Personal Information and Act respecting Access to documents
o Managing Privileged Information
e Information and Technology Asset Security Operational Guide

OBJECTIVES

e Establish the principles guiding the security management framework for the Information and
Technology Assets of Caisse de dépdt et placement du Québec (“La Caisse”)

e Promote a healthy culture of cybersecurity risk management at all levels of the organization
Define stakeholder roles and responsibilities and the governance structure
Establish oversight of La Caisse’s main cybersecurity risks
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1. Definitions

The capitalized terms are defined in this Information and Technology Asset Security Policy (the “Policy”).

Cybersecurity: All the processes and means used to safeguard La Caisse’s Information and
Technology Assets against malicious actors, both inside and outside of La Caisse. It is intended to
protect against the risk of loss or disclosure of La Caisse’s sensitive information, as well as the
risk of degradation or interruption of La Caisse’s critical business functions resulting from a
cybersecurity incident.

Data Owner: Person responsible for an Information Asset, as defined in the Policy. This role is
assigned to the producer of data and/or the owner of a data repository (e.g. SharePoint site)
working in La Caisse’s lines of business. The Data Owner’s responsibilities are defined in the
Governance section of this Policy.

Digital Platform Owner: Person responsible for a Technology Asset that is a platform. This
includes cybersecurity, cloud, data, operations and development, integration and augmented
intelligence platforms. The Data Owner’s responsibilities are defined in the Governance section of
this Policy.

Digital Product Owner: Person responsible for a Technology Asset that is a product. This includes
business applications and digital solutions developed internally or acquired externally, which are
implemented in La Caisse’s technological environment to meet its business needs. The Data
Owner’s responsibilities are defined in the Governance section of this Policy.

Document: Any information medium, whether paper, electronic, magnetic, optical, wireless or
other. The Information is delimited and structured, depending on the medium used, by tangible or
logical features and is intelligible in the form of words, sounds or images.

Information: Data, indications, a set of information, including Personal Information, recorded by
La Caisse in a Document or held by La Caisse, including Information from a third party.

Information Asset: Any resource providing Information that is used by La Caisse. This includes, in
particular, Information, Documents, databases and business software packages, or any
combination thereof, acquired or developed within La Caisse, whether or not they are hosted at
La Caisse.

Person: Any individual who works for La Caisse, on a full- or part-time basis, or who has access
(on-site or remote) to a La Caisse Information or Technology Asset. This includes, but is not
limited to, regular and casual employees, contractors, consultants, students, interns and any other
La Caisse worker.

Retention Schedule: A schedule establishing, for example, the life cycle of a document, from the
time it is created to the time it must be destroyed or provided to the Bibliothéque et Archives
nationales du Québec for permanent preservation.

Technology Asset: All computer equipment, software and services used to collect, process and
transmit Information Assets. This includes workstations, phones, tablets, keyboards and other
data input or output devices. Software includes word processing software, desktop, server and
hardware operating systems, business software packages, network management tools,
development tools, courseware and device drivers.
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2. Background

Cybersecurity threats are rising, evolving and becoming increasingly complex. As such, the Policy
recognizes the importance of protecting La Caisse’s Information and Technological Assets (the “Assets”)
and mitigating the risks of cybersecurity incidents it may face.

The Policy applies to any Person granted authorized access to La Caisse Assets and covers all aspects of
its operations, activities and functions.

The Policy applies to all La Caisse Assets, whether they are accessible and used on a permanent or
occasional basis, whether they are provided by La Caisse internally or as part of contractual
commitments, or whether they are marketed or accessible via the internet.

The Policy applies to La Caisse, its management subsidiaries, its international offices and Espace CDPQ.
The collection, access, use, retention, communication and destruction of Personal Information must

comply with applicable laws. The Directive — Protection of Personal Information and Act Respecting
Access to Documents sets out guidelines to follow in managing Personal Information.

3. Guiding principles

3.1. Ownership of and Responsibility for Information and Technology Assets

Any Asset produced or managed by a Person or to which a Person has access in the course of his or her
duties is the sole property of La Caisse. This includes any Document and any Information produced or
received, as well as any technological equipment provided to a Person.

It excludes External Information which, although it must be adequately protected by the Persons
accessing it, remains the property of its original issuer.

In terms of Asset management, a designated owner (Data Owner, Digital Product Owner or Digital
Platform Owner) is associated with each Asset. This owner is assigned when an Asset is created or
introduced. This assignment is updated when a designated owner changes roles.

The designated owner is accountable, with regard to the Assets for which he or she is responsible, for
applying and enforcing the security measures set out in this Policy and in the resulting frameworks,
throughout their life cycle, to secure them and mitigate cybersecurity risks.

3.2. Benchmark and Coaching Model

The Digital Technology (DT) EVP group is guided by two recognized frameworks c,:;1"“ "’%,/
for ensuring the thoroughness, soundness and consistency of the frameworks o RREERN i
presented in this Policy, and the resulting Directive and Operational Guidance.
These frameworks are the National Institute of Standards and Technology
Cybersecurity Framework (NIST-CSF) for cybersecurity and ISO 27001.
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The NIST-CSF, shown here, guides the DT EVP group in designing its program
and in defining, supervising and changing La Caisse’s behaviour and practices in
relation to Asset security. It is based on the following core functions: i

1. IDENTIFY, categorize and prioritize the cybersecurity risks related to the Assets. This function aims to
provide an overall picture of cybersecurity risks, prioritize actions to be taken based on their
evolution, and integrate prioritized risk mitigation actions into the program. It structures the
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governance of the cybersecurity program based on an integrated risk management approach,
linked to the risk appetite monitored and approved by the Executive Committee.

2.

PrOTECT the Assets against risks and threats. This function aims to implement appropriate
protection measures to secure the Assets and the various layers of the technological
environment (e.g. data, application, termination point, network) in order to reduce the
probability and mitigate the risks of a cybersecurity incident.

DeTECT events affecting Asset security. This function aims to develop and implement
appropriate activities to identify the occurrence of a potential or actual cybersecurity incident.
It includes the monitoring mechanisms deployed by La Caisse to verify protection measure
effectiveness.

RESPOND AND INTERVENE when events affect Asset security. This function aims to develop and
implement appropriate processes and activities to respond as quickly and effectively as
possible to a detected cybersecurity incident, in coordination with identified internal and
external stakeholders. It also aims to strengthen La Caisse’s capacity to contain the impact of
a cybersecurity incident.

RECOVER AND RESTORE La Caisse’s Assets and critical business processes following an
incident. This function aims to develop and implement appropriate activities to maintain
La Caisse’s recovery plans and restore business functions degraded or interrupted by a
cybersecurity incident.

GOVERN to ensure that policies, processes and governance structures are in place to
support effective cybersecurity risk management. This function aims to establish a clear link
between cybersecurity and organizational objectives, with a focus on responsibility,
strategy, compliance and the organization’s cybersecurity culture.

More specifically, the guiding principles to be followed and the measures to be put in place with regard to
security, based on NIST-CSF and ISO 27001, are set out in the following documents:

o

The Directive — Secure and Acceptable Use of Information and Technology Assets (the
“Security Directive”), which defines, sets a framework oversight and specifies how Persons
must use the Assets.

The Information and Technology Asset Security Operational Guide (the “Operational Guide”),
which sets out the guiding principles to be followed and the measures to be implemented
within the DT EVP group in order to protect the Assets and mitigate the risks of cybersecurity
incidents that La Caisse may face.

3.3. Safe behaviours and monitoring

Every Person is required to use the Assets responsibly and safely by applying the rules set out in the
Security Directive.

The Cybersecurity VP group is responsible for the cybersecurity training and awareness program to
develop a cybersecurity culture at La Caisse. The objective of this program is to reinforce everyone’s
cybersecurity responsibility and clarify their role in minimizing this risk.

The DT EVP group has put monitoring mechanisms in place to identify behaviour that conflict with the
guiding principles and obligations set out in its frameworks. If the DT EVP group detects an actual or
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potential situation of non-compliance, it reserves the right, with the support and agreement of the Legal
Affairs, Compliance and Secretariat EVP group, and the Talent and Performance EVP group, to
investigate the event and take action based on the criteria set forth in the Directive on Administrative and
Disciplinary Measures for Breaches of the Code of Ethics and Professional Conduct.

4. Governance

e The Board of Directors:
o Revises and approves the Policy on the recommendation of the Audit Committee.

o Ensures that La Caisse management allocates the necessary human and financial
resources to implement the Policy.

e The Operational Risk Committee:

o Recommends the Policy to the Audit Committee.

o Revises and approves the Security Directive and Operational Guide, as well as the
objectives and scope of the standards that describe the parameters, particular
requirements and specific implementation requirements of the Operational Guide.

o Approves La Caisse’s risk assessment criteria and cybersecurity risk appetite.

o Monitors the evolution of the cybersecurity posture in relation to La Caisse’s cybersecurity
risk appetite.

e The DT EVP group:
o Defines, maintains and enforces compliance with the Policy.
o Establishes bodies to ensure the governance of the Policy through:
v' The Infrastructure and Cybersecurity Steering Committee (ICSC)

= Provides the cybersecurity vision and strategic direction and ensures that the
decisions made align with La Caisse’s risk appetite.

= Confirms the objectives, priorities and orientations of La Caisse’s cybersecurity
program.

= Monitors the execution of La Caisse’s cybersecurity program transformation
initiatives and the resulting evolution of the cybersecurity posture.

v' The Cybersecurity Operational Forum

= Monitors major cybersecurity incidents, deviations and exclusions, performance
indicators, and the evolution of the cybersecurity culture program.

o Mandates the Cybersecurity VP group to:

v Provide an overall picture of the cybersecurity risks, prioritize the actions to be taken
based on their evolution and integrate the priority risk mitigation actions into La Caisse’s
cybersecurity program.

v" Plan and deploy the cybersecurity culture development program, including associated
training and awareness activities.

v" Develop and implement:

= The safeguards required to protect the Assets and thereby limit the risks of
cybersecurity incidents.

= The appropriate activities to identify the occurrence of a potential or actual
cybersecurity incident.
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= The appropriate processes and activities to respond as quickly and effectively as
possible to a detected cybersecurity incident, in coordination with identified
internal and external stakeholders.

v Ratify, define, maintain and enforce compliance with the Operational Guide and the
standards arising from the Policy.

e The Risk Management EVP group
o Supports the Cybersecurity VP group in tracking their priority risks.
o Conducts an objective review of cybersecurity activities.

e The Data Owners, Digital Product Owners and Digital Platform Owners:

o Apply the security measures set out in this Policy and in the resulting frameworks
throughout the life cycle of the Assets for which they are accountable.

o Apply and ensure compliance with the security requirements specific to the Assets for
which they are accountable, which must comply with the normative framework.

o Assign the classification or categorization score to the Assets for which they are
accountable and periodically review the classification and security level.

o Approve the attribution of access rights to the Assets for which they are accountable,
based on required needs.

5. Verification and control

A specific control process is implemented by La Caisse to monitor and review the performance
and effectiveness of security frameworks and measures and to verify compliance with legal and
regulatory requirements. It includes customized testing and controls conducted by the
Cybersecurity VP group at their discretion.

The lessons learned from these controls and verifications are used for systematic processing and guide
the actions of the Policy and the Asset security management framework.

6. Review

This Policy must be reviewed at least every three years.
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